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'Ctaims 

We claim: 



/\\A. method to prevent fraudulent use of a wireless unit that is roaming in a 
visifed system, the method comprising: 

A. as\a part of registration of the wireless unit with a visited mobile switching 
center (MSC- W of the visited system, causing the MSC-V to implement denial of 
originating cornnrunication service with respect to the wireless unit; 

B, after theVegistration of the wireless unit with the MSC-V and the denial of the 
10 originating communication service with respect to the wireless unit, receiving at the 

MSC-V a code and ideMification information from the wireless unit; 
'M C. in response ro the receipt of the code, causing the MSC-V to transmit a 

ffl message including the idennfication information to a verification element; 

yj D. in response to receipt of the message, causing the verification element to carry 

i , = 1 5 out a verification of the identification information: 

L. E. in response to making a^positive verification, causing the verification element 

^ to transmit a response to the MSC-V,\the response including the positive verification; and 

fU F. based on the positive verification received in the response, causing the MSC-V 

\ 

to remove the denial of the originating communication service with respect to the wireless 



20 unit. 



whereby fi-audulent use of the wireless unit is prevented by the denial of the 
originating conmiunication service with respect to the wireless unit even though the 
wireless unit is registered until the wireless unit^ provides the identification information 
that is positively verified. 



2. The method of Claim 1, wherein in action E the response including the positive 
verification comprises origination/termination servie^p information; and further 
comprising: 
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\g. causing the MSC-V to update information the MSC-V retains in a visitor 
location Vegister (VLR) relating to the wireless unit with the origination/termination 
service information; and 

H. afthr removal of the denial of the originating communication service with 
5 respect to the wireless unit, causing the MSC-V to provide communication services to the 
wireless unit based ori the origination/termination service information. 

3. The method orClaim 1, wherein in action C the message comprises a feature 
request message, whereiiX the identification information comprises a personal 
10 identification nvimber (PIN),\ and wherein the verification element comprises an 
Q international gateway; and \ 

J wherein action C comprise^ causing the MSC-V to transmit the feature request 

^ message including the PIN to the inffemational gateway. 

bj 15 4. The method of Claim 3, vymerein the response comprises a feature request 

Q response; and wherein action E comprises\causing the international gateway to transmit a 

zl feature request response to the MSC-V. \ 

D 5. The method of Claim 1, wherein priot to action B of receiving at the MSC-V 

20 the code and the identification information from th\ wireless unit, the method The present 
invention includes methods, systems, and apparatus that substantially prevent the 
fraudulent use of wireless units roaming in visited systems. 

Generally stated, a visited mobile switching center (MSC-V) carries out a 
registration of a wireless unit that is roaming in the visited system. After successfiil 
25 registration, the MSC-V implements at least the denial ofNoriginating communication 
service to the wireless unit. In other words, the wireless unit i^ allowed to receive calls, 
but is not allowed to make calls. Advantageously, the presentXinventions substantially 
prevent the fraudulent use of wireless units roaming in visited systems by requiring such 
units to undergo a verification or authentication process prior to bemg allowed to make 
30 calls. \ 
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\ In particular, as a first action in the authentication process of a wireless unit 
roamingv in a visited system, the wireless unit provides a code and identification 
informatiorKjn a call. The MSC-V recognizes the code as a feature request (or the like) 
with respect to^network element. The MSC-V routes the feature request including the 
5 identification infoimation to the network element. In response to receipt of the 
identification information, the network element checks whether the wireless unit is a 
verified or authentic uniK If the wireless unit is a verified unit, then the network element 
responds to the MSC-V wMa a verification in a feature request response. Based on the 
verification, the MSC-V remo\es the denial of originating communication service with 
10 respect to the wireless unit. In ou^r words, based on the verification, the MSC-V allows 
the wireless unit to initiate a call. \ 

In sum, the inventors have Jk^termined that fraudulent use of wireless units 
roaming in a visited system occurs mostSpften with respect to wireless units that are used 
to fraudulently to make (rather than to Veceive) calls. Thus, the present inventions 



jn 15 implement an authentication or verification Wocess that must be successfully negotiated 
1, prior to a wireless unit roaming in a visited sysVm being allowed to make a call. 



causing the MSC-V in response to the call attempt to provide the wireless unit 
with an announcement. \ 

6. The method of Claim 5, wherein the announcement craiprises an instruction to 
25 the wireless unit to dial the code and provide the identification infoVnation. 



objects 



comprises: 
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receiving at the MSC-V a call attempt from the wireless unit; and 



7. A system to prevent fraudulent use of a wireless unit tlmt is roaming in a 
visited system, the system comprising: \ 

a visited mobile switching center (MSC-V) operative \ 
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to carry out a registration of the wireless unit in the visited system, 
to implement, after the registration, denial of originating communication 
service with^espect to the wireless unit, 

t\ receive, after the denial, a code and identification information in a call 
from the wireless unit, 

to recognize the code as a feature request with respect to a network 

element, and 

to route a feature request message including the identification information 
to the network element; 

the network element operative in response to receipt of the identification 
information to provide a verificWion in a feature request response to the MSC-V; and 

the MSC-V also operativ^ to remove the denial if the verification comprises a 
positive verification. 



15 8. The system of Claim a wherein the feature request response from the 

network element comprises originationA^rmination service information with respect to 
the wireless unit; 

wherein the MSC-V comprises a Yisitor location register (VLR) including 
information relating to the wireless unit; and 
20 wherein the MSC-V is operative to upd^e the information in the VLR with the 

origination/termination service information. 
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9. The system of Claim 8, wherein, after the removal of the denial, the MSC-V is 
operative to provide communication services to the\wireless unit based on the 
origination/termination service information. 



10, The system of Claim 7, wherein, after the registration W the wireless unit with 
the visited system and prior to the denial of originating communk^ation service to the 
wireless unit, the MSC-V is operative to receive a call attempt from tne wireless unit, and 
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inH;esponse to the call attempt, is operative to provide an instruction to the v^ireless unit to 
dial the code and provide the identification information. 



1 1 . NA^ method to prevent fraudulent use of a wireless unit roaming in a visited 
5 system, compri^g: 

A. carryinga)ut a registration of the wireless unit in the visited system including 
validation of the wireless unit with a home system of the wireless unit; and 

B. implementing, in response to the registration, a denial of originating 
communication service to tKp wireless unit. 

0 \ 

12. The method of Claim\ 1, further comprising: 

C. in response to a positive verification of identification information received 
from the wireless unit, providing the originating communication service to the wireless 
unit. \ 

13. The method of Claim 1 1, further coiW)rising: 

C. receiving a call attempt from the wireless unit; and 

D. in response to the call attempt, providing ak announcement to the wireless unit. 

20 14. The method of Claim 13, wherein the announcement comprises an instruction 

to the wireless unit to dial a code and provide identification mformation. 
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